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Abstract

Conventional wisdom assumes that increased censorship will strictly decrease access to
information. We delineate circumstances when increases in censorship expand access to in-
formation for a substantial subset of the population. When governments suddenly impose
censorship on previously uncensored information, citizens accustomed to acquiring this in-
formation will be incentivized to learn methods of censorship evasion. These evasion tools
provide continued access to the newly blocked information — and also extend users’ ability
to access information that has long been censored. We illustrate this phenomenon using
millions of individual-level actions of social media users in China before and after the block
of Instagram. We show that the block inspired millions of Chinese users to acquire virtual
private networks (VPNs), and that these users subsequently joined censored websites like
Twitter and Facebook. Despite initially being apolitical, these new users began browsing
blocked political pages on Wikipedia, following Chinese political activists on Twitter, and

discussing highly politicized topics such as opposition protests in Hong Kong.
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Introduction

Scholars have studied censorship by assuming it has an exogenous impact on a passive citizenry.
Conventional wisdom posits that censorship should lower the probability that citizens access
information (Morozov, 2012; Lessig, 1999). Not surprisingly, then, authoritarian governments
appear to be tightening their grip on information environments, increasing their use of search
filtering, content removal, and website blocking (Deibert et al., 2010; Kelly et al., 2012; Shirk,
2011), along with rapid online censorship during large-scale collective action events (King, Pan
and Roberts, 2013, 2014),

Here, we show that information environments more realistically function like ecosystems.
They are sufficiently complex that censorship can inadvertently increase information access
for some while reducing it for others. Because some citizens quickly adapt to censorship, the
imposition of restrictions can have unexpected consequences by creating incentives for censorship
circumvention. In certain circumstances, sudden censorship can even result in the opposite of
the intended effect: an increase in access to off-limits information among people motivated by
the new censorship to seek out avenues for evasion.

We show that censorship can increase access to information when a government extends
censorship to previously uncensored media, especially when individuals have no ready alterna-
tives to replace it. When favorite and difficult to replace media are suddenly blocked, those who
would otherwise not take the time to evade censorship restrictions will have a stronger motive
to learn how to continue to access the newly censored information. Because censorship evading
technology (and, more broadly, social networks) that assist in evasion are rarely specific to par-
ticular information sources, acquisition of these tools and networks can give users unhindered
access to many country-specific blocked sources. Although many users might learn censorship
evasion only to maintain access to a preferred source, censorship evasion incidentally expands the
set of information these users can easily access. We name this phenomenon a “gateway effect”
as the motivation to access the newly censored information provides a gateway into access to
information that has long been censored or blocked.! While many others have made the point
that repression leads to strategic responses from dissenters (Tilly, 1978; Ritter, 2014; Francisco,
2005; Pierskalla, 2010), this article shows a mechanism through which repression can backfire
inadvertently, without political or strategic motivation.

We illustrate this phenomenon by bringing to bear one of the first large, detailed, and
individual-level datasets of the real-time censorship evasion behavior of Internet users under
policies of increased censorship. Using social media data from websites that are blocked by
the Great Firewall in China, we measure the number and types of people who use Virtual
Private Networks (VPNs) to “jump” the Great Firewall to access information and networks
blocked by the Chinese government. We show how increases in censorship through blocking

of the popular social networking website Instagram in China disrupted the habits of millions

LA formal model of this mechanism appears in the Supporting Information to this paper.



of individuals accustomed to visiting that site and increased evasion of the Great Firewall. In
doing so, censorship of Instagram created a sudden increase in the number of people from China
accessing websites and networks such as Twitter and Facebook that the Chinese government has
blocked for many years. We present evidence that previously apathetic Chinese social media
users began to engage in topics related to ongoing protest events and with people in Chinese
activist circles shortly after the Instagram block.

Our evidence suggests a mechanism that could explain previous work that found a positive
correlation between censorship and the likelihood of resistance against the government (Hassan-
pour, 2014; Nabi, 2014; Moore, 1998). However, importantly, the “gateway effect” we explore
does not rely on backlash against censorship which has commonly explained this phenomenon
in the past. Our mechanism also does not require pre-existing or nascent political interest on
the part of the censored individuals. As governments expand the types of information that are
off limits, they can simply create more incentives for individuals to engage in networks and
technologies that allow them to access the media they are accustomed to consuming, and these
technologies in turn allow them to access to information they did not have access to before.

To be clear, our findings do not suggest that censorship is ineffective in general or that
increases in censorship will always backfire against governments. Our evidence suggests that,
through the gateway effect, there are circumstances where censorship can increase access to
information for a large subset of individuals. As we explore in our discussion, our findings
suggest that gateway effects are most likely when increases in censorship are sudden and blunt
— when applied during emerging protests or crises, for example.? By motivating more people
to acquire the ability to evade censorship, a sudden increase in censorship can erode its own
effectiveness, can politicize previously apolitical citizens, and can accumulate collective action
potential that it often seeks to suppress.

The paper proceeds as follows. First, we describe the previous literature on the effects of
censorship and introduce the logic behind how censorship can increase access to information and
politicize previously apolitical users. Second, we describe our research design and the case we
use to test our theory — the sudden block of Instagram in China in September 2014. Using our
data, we describe the types of users who evade censorship before the sudden block of Instagram.
Then, we show how the Instagram block increased access to information for the majority of
Instagram users. We end with implications of this research, including a description of the scope
conditions and circumstances under which censorship might lead to the gateway effects that we

describe.

Censorship and Access to Information

A large literature has contributed to our knowledge of how censorship influences the political

views and behavior of its intended targets. Most of the literature finds that censorship generally

2Censorship might be more sudden and thus less effective when collective action events are decentralized and
spontaneous and therefore not anticipated by the government (Steinert-Threlkeld, Forthcoming).



decreases access to information among citizens. Scholars have shown that by reducing con-
nectivity to information sources, censorship and repression can successfully restrict information
and demobilize individuals from engaging in the behavior the government deems objectionable
(Enikolopov, Petrova and Zhuravskaya, 2011; Pierskalla and Hollenbach, 2013; Edmond, 2013).
Others have found that when media is restricted in authoritarian governments, citizens access
what is readily available to them (Stockmann, 2012; Geddes and Zaller, 1989) and do not discuss
alternative information with each other because they do not know what others believe (Kuran,
1997). Roberts (forthcoming) shows that because consumers of media are impatient, even small
increases in the price of information imposed by censorship can have large effects on information
consumption, particularly when censorship goes unnoticed.

Government control of the media can also provide signals to citizens to follow the gov-
ernment line. Huang (2015) finds that propaganda in China can signal government strength
and Stern and Hassid (2012) find that the ambiguous nature of off limits information can induce
risk-averse journalists to self-censor instead of spreading information. Censorship may even have
adverse effects on information outside of a country by reducing incentives for citizens of other
countries to engage in social media without a wider audience (Zhang and Zhu, 2011).

Even the Internet, which many scholars thought would be a form of ‘liberation technology’
and would help with coordinating protests (Lynch, 2011; Diamond, 2010; Howard, 2010; Shirky,
2008; Tufekci and Wilson, 2012; Gonzélez-Bailén et al., 2011), is thought be be highly affected by
government censorship. ‘Repression technology’ on the Internet, in the form of search filtering,
content filtering, or blocks from Firewalls are thought to effectively decrease access to information
in authoritarian regimes (Kalathil and Boas, 2010; Morozov, 2012; MacKinnon, 2012; Rgd and
Weidmann, 2015). Even when autocrats facilitate access to information, scholars have found
that they do so strategically, for information gathering purposes, indicating that many autocrats
engage in sophisticated and calculated censorship (Lorentzen, 2014; Egorov, Guriev and Sonin,
2009).

A few empirical studies have provided evidence to the contrary, suggesting that some-
times disruption of the media seems to have the opposite effect, stimulating increased public
engagement or providing opportunities for the opposition (Rasler, 1996; Hassanpour, 2014). Ex-
planations for why censorship may backfire often concentrate on political and social evaluations
of increased censorship, including signaling and psychological models of reactance. In popular
culture, this type of backlash against censorship has commonly been known as the “Streisand
effect,”3 which occurs when censored information increases in perceived value because the cen-
sorship efforts unintentionally publicize it. For example, when Wikimedia, a Wikipedia-like
website in France, was allegedly asked by France’s intelligence agency to remove part of an arti-
cle, the report of the attempted censorship launched an international campaign against it, and

the page ended up becoming the most-viewed page on website.* In this case, censorship itself

3Named for Barbara Streisand, who in an attempt to have pictures of her home in Malibu, CA removed from
the Internet instead brought more attention to them.
4“What is a Streisand effect?” The Economist, April 16, 2013, http://www.economist .com/blogs/economist-



caused political backlash that attracted attention to the information the government had hoped
to make less accessible.

In this vein, scholars have argued that increases in censorship or sudden media disruptions
may at times anger a broader population that opposes censorship. Evidence of Streisand effects
around the world have led scholars to categorically call censorship futile (Nabi, 2014) and are a
potential explanation for some instances of censorship backfire (Jansen and Martin, 2003). In
some cases, observable censorship might signal regime weakness (Roberts, forthcoming), poten-
tially creating common knowledge that has been shown to coordinate collective action (Kuran,
1991; Lohmann, 1994; Chwe, 2001). In other cases, media disruption removes regime-solidifying
distractions, decentralizing information sharing to face-to-face interactions that can accelerate
collective action (Hassanpour, 2014; Kern and Hainmueller, 2009). Scholars studying contentious
politics have long noted that government repression can be countered by strategic calculations
of dissidents, who can use such repression as a rallying cry for increased organization (Tilly,
1978; Ritter, 2014; Francisco, 2005; Pierskalla, 2010).°

Theory: Gateway effects in information access

For the most part, the literature has posited that censorship acts to restrict information access
and that citizens are unlikely to have any recourse. In the cases that evidence of censorship
backfire has existed, it has relied on emotional and political backlash where citizens access the
information because they are aware of government efforts to suppress it.> This often requires
a well-organized opposition that can make the public aware of government censorship in order
to bolster support for the cause or sabotage censorship efforts (Jansen and Martin, 2003; Hess
and Martin, 2006; Yang, 2014). Here, we suggest that there may be more circumstances outside
of backlash where censorship does not produce its intended effects. In particular, we posit that
censorship has the capability to politicize and empower previously apathetic citizens without a
well-organized effort. In this section, we describe the logic behind these circumstances and refer
readers to a more explicit model of the mechanism in the Supporting Information.

We propose a ‘gateway effect’” mechanism to explain how sudden censorship can increase
information access. This gateway effect occurs when, because of censorship, citizens seek out the
same information that they previously had access to by acquiring tools for censorship evasion
— networks or technologies that enable them to bypass government restrictions on information.
These citizens then gradually become exposed to off-limits information, as this information is
suddenly easy for them to access.

Individuals might not intend to seek out political information — and they do not necessarily

begin to seek out off-limits information in order to arm themselves against the government.

explains/2013/04/economist-explains-what-streisand-effect

5Streisand effect arguments are similar to that in some of the repression literature, where government violence
can cause political backlash. See Davenport (2007) for an overview.

5There is also a literature about how censorship may not be as effective as authoritarians would like it be
because authoritarian governments struggle to implement it, see for example Yang (2013); Miller (2017); Lorentzen
(2014).



The gateway effect is driven by habit: citizens are accustomed to accessing the newly censored
information and would like to continue to do so. Information that is indispensable or addictive
will produce stronger gateway effects when censored than that which can be easily substituted.

The gateway effect will impact a portion, but typically not all of the population. There
will be some citizens who are not motivated sufficiently by the habit to spend the time and
energy find the tools to evade censorship to continue their habit. For citizens who do not seek
out evasion tools, censorship will strictly decrease their access to information. However, those
who are motivated enough by habit and capable enough to find ways to evade censorship will be
driven by sudden censorship to find tools to continue to consume the newly censored information.
This in turn will incidentally expose them to a range of other off-limits information, increasing
the range of information that they have access to.

This access will accumulate over time, unless the government continually adjusts its behavior
to counter that cumulative effect. Sudden censorship will arm citizens with tools for bypassing
government restrictions as they seek these tools out to access newly censored information. Once
censorship evasion tools are acquired and learned, they can be used more easily in all situations.
Censoring more information sources further increases the total benefits of evasion. Evasion
technology will grant access to a broader array of off-limits media with each censorship event.

Consider a few examples of this gateway effect. Citizens might be habitual readers of a
particular author, whose books are suddenly banned by the government. Loyal readers of the
author may then seek out black market book stores in order to continue following the author.
These book stores in turn may become a gateway to a list of other off-limits titles, including
those on subjects the individual may have heard about, but never had the opportunity to buy
in the past. Or, citizens might participate in a religious organization that is suddenly banned
by the government, forcing the organization underground. To continue worshiping, the religious
organization may then meet in time periods or places that are less likely to be detected by the
government, and in doing so, may be exposed to individuals from other organizations who are
using the same strategies to evade government censure. In the case that we describe in the
empirical section below, the popular social media website Instagram was suddenly blocked by
the Chinese government. Habitual users of Instagram then sought out software to evade the
Great Firewall to continue to access Instagram. This in turn allowed them easy access to long-
blocked websites such as Facebook and Twitter and political information on Wikipedia, which
they signed up for and viewed soon after acquiring evasion software.

Gateway effects, of course, are not specific to government censorship. For example, changes
in alcohol consumption, drug use, and prostitution during the Prohibition Era in the United
States may have displayed this dynamic. During the Prohibition Era, alcohol consumption
was approximately 60% to 70% of pre-prohibition consumption (Miron and Zwiebel, 1991). In
other words, many Americans kept drinking. Because underground alcohol distributors were
also engaged in other black markets, prohibition may have given habitual drinkers ready access

to many other illicit goods and services. More recently, the Netherlands decided to permit the



sale of cannabis in coffee shops precisely because policymakers were worried that gateway effects
might occur when users of cannabis seek out markets and networks that also sell harder drugs.
(MacCoun, 2010).

The logic of this proposed mechanism contrasts with that of a “Streisand effect” because
it does not require backlash against the censorship itself, whether that backlash is the prod-
uct of anger or mere curiosity to see what was blocked. In a Streisand effect, overall access
to the newly censored information should increase, as citizens become more interested in the
information because of censorship. In contrast, in the gateway effect overall access to the newly
censored information decreases since it has become more difficult to access — users do not rally
around the censored information and gateway effects do not create new interest in the newly
censored information. Instead, access to other information that has long been banned increases
incidentally and even without political motivation among those who seek out new technologies
or networks to access the information they are in the habit of consuming. The logic of the
gateway effect is a more general explanation of what has been known as the “cute cat” theory of
censorship (Zuckerman, 2014), which posits that entertainment, and not politics, drives infor-
mation consumption on the Internet and the pairing between politics and entertainment makes
censorship more difficult for governments. With the gateway effect, any type of newly censored
information (including entertainment) can motivate evasion, and the increase in access is driven
by the individual’s subsequent exposure to other information that is facilitated by acquiring

evasion technology and know-how.

The Great Firewall and Geo-location

In this paper, we study the gateway effect in detail in the context of China’s Great Firewall. The
Great Firewall of China blocks foreign websites from mainland Chinese IP addresses, preventing
Chinese citizens from accessing websites that the government deems objectionable. Mainland
Chinese users — importantly not including Hong Kong users - cannot access a whole host of
foreign social media platforms from Twitter to Facebook to Google.”

In order to access these websites from China, a user must first log in to a computer outside
of China using a Virtual Private Network (VPN) or a proxy. VPNs are not terribly difficult
to acquire for a sophisticated user and are not as of writing illegal to use — citizens are not
sanctioned for using them. However, the small costs in terms of time and money for Chinese
users in combination with the availability of attractive alternative social media websites like
Sina Weibo (the Chinese version of Twitter) and WeChat (the Chinese version of WhatsApp)
mean that relatively few users regularly ‘jump’ (evade) the Wall.

Those who do use a VPN to evade censorship can obtain full access to blocked social media

websites and can use the Internet without restrictions. Like their counterparts around the world,

"Greatfire.org, which monitors the constantly updating group of blocked sites from China, estimates that
131 of 937 Alexa top 1000 domains are blocked in China, as of May 16, 2016, including media sites such as the
New York Times, the Wall Street Journal, Reuters and Bloomberg to social media sites like Blogspot, Twitter,
Facebook, and Youtube.



these users will sometimes use geo-location to ‘tag’ themselves at a particular location. When
users tag themselves in mainland China on blocked websites like Instagram or Twitter to specific
locations, we know that they are using evasion technology to access these social media websites.
We can estimate the dynamics of evasion of the Great Firewall by examining how the number
of Instagram and Twitter posts geo-tagged to China changes over time and comparing these
rates to locations which are not subject to the Firewall, like Hong Kong. Of course, geo-located
users are not a random sample of the entire population of users. To ensure that our findings are
generalizable, we supplement the geo-located social media data with data from sources that do
not rely on geo-location, such as application download statistics, Chinese-language Wikipedia
page views, and accumulation of followers of Chinese-language Twitter accounts, which we

describe in detail in the next section.

Data

We estimate the dynamics of the gateway effect in response to the sudden censorship of Instagram
in China, which occurred on September 29, 2014. Instagram was allegedly blocked in China in
reaction to the protests in Hong Kong, which began on September 26, 2014.® We estimate the
gateway effect by relying on a variety of datasets. While some of these datasets necessarily
rely on found and geo-tagged data that do not represent all users of any particular platform
(Salganik, 2017), we are more confident in our results because we observe the gateway effect in
such a wide variety of data obtained from different sources.”

We first collect a sample of 419,279 geo-located Instagram posts from mainland China, be-
tween September 1, 2014 and October 30, 2014. To obtain a representative sample, we randomly
sampled coordinate grids in mainland China proportional to their population and downloaded
all geo-located Instagram posts for the time period with each sampled grid.'? Instagram was not
blocked by the Great Firewall until September 29, 2014, when it was suddenly blocked during
the third day of large-scale protests in Hong Kong.'! This allows for a convenient discontinuity
to estimate what proportion of users persisted in accessing Instagram even after it was blocked.

Second, we use application download statistics from the app tracker App Annie to directly
measure how much the Instagram block spurred new downloads of censorship evasion technology.
App Annie tracks the relative rank of application downloads on iPhones by country. We use this
data source to measure the popularity of new downloads of VPN applications in China around
the time period of the Instagram block.

Third, we study how the Instagram block influenced the popularity of websites that have

8Park, Madison, “China’s Internet firewall censors Hong Kong protest news,” CNN, September 30, 2014,
http://wuw.cnn.com/2014/09/29/world/asia/china-censorship-hong-kong/

In the Supplementary Information, we provide a bounding analysis to account for potential bias resulting
from geo-location.

10We sampled approximately 25% of the grid by population (i.e. the sampled grid coordinates accounted for
approximately 25% of the population of China). A users’ Instagram post will appear in our data if it was posted
with geo-location from one of our sampled cells in mainland China during September or October 2014.

" To our knowledge, no other websites were suddenly blocked that day if they had not been blocked before.



been blocked in China for an extended period of time. We use App Annie to measure new appli-
cation downloads that direct to blocked websites, such as Facebook and Twitter. In addition, we
collect 2,321,861 geo-located Twitter posts from mainland China, beginning in March of 2014,
using the Twitter garden hose, approximately 1% of all Tweets.!? Twitter has been blocked by
the Great Firewall since 2009, therefore users whose posts are geo-located to mainland China
are using evasion software to access the website. We use this data set to study new users who
sign up for Twitter from China around the time period of the Instagram block. For comparison,
we use 1,773,678 geo-located Twitter posts from Hong Kong over the same time period.!> Hong
Kong is not subject to the constraints of the Great Firewall, but is similar to China culturally
and linguistically.

Fourth, we collect a sample of 238,918 geo-located social media posts from Sina Weibo, the
Chinese version of Twitter, as an additional comparison set. We use these data in the subsequent
section to compare the types of users who are savvy and interested enough to participate in
Twitter by evasion to those who participate in the more accessible Sina Weibo.

Fifth, we compare page views of blocked Chinese-language Wikipedia pages before and after
the Instagram block using Wikipedia page view data.'* We include an analysis of which of the
blocked Chinese language Wikipedia pages had surges in popularity directly following the block.

Last, we estimate how the Instagram block affected the accumulation of new followers of
Chinese-language accounts on Twitter. To assess the block’s long-term impact, we also explore
the amount that sensitive political conversations occurring years after the block are discussed
by those who signed up for Twitter on the day of the Instagram block. Both the Wikipedia
and Twitter data do not rely on geo-location and directly measure whether the block increased

access to off-limits information through page views and Twitter follows.

Research design

In this section, we describe the empirical setup of our argument that increased censorship can
lead to expanded access to information by disrupting users’ habitual behavior. Our empirics will
demonstrate that Chinese users will begin to access blocked information (and social networks)
because a website that they habitually access becomes suddenly censored, inspiring them to
acquire evasion technology. We demonstrate this finding with four sequential tests, summarized
in Table 1. First, we estimate the proportion of users who stay on Instagram after the block.
Because the block completely prevented Chinese Internet users from accessing Instagram, we

can be confident that anyone accessing Instagram from China is doing so through a VPN.

12This was part of a broader collection of worldwide tweets. Using the Twitter API, all worldwide geo-located
tweets were requested every hour starting in March 2014. Because the garden hose only allows for a total of 1% of
worldwide (geo-located or not geo-located) tweets to be collected, if geo-located tweets were greater than 1% of all
tweets that hour, the request returns a random sample of all geo-located tweets up to 1%. Scholars have estimated
that geo-located tweets are approximately 2-3% of the whole Twitter sample (Leetaru et al., 2013). This means
that our collection contains approximately one half to one third of all geo-located Tweets, and approximately 1%
of tweets in China.

3 These posts were collected in the same worldwide API call as the mainland China tweets.

Page view data at http://stats.grok.se/



Second, we test whether the block inspired the acquisition of censorship technology by examining
download ranks for popular VPNs from Chinese iPhone users. Third, we test whether the block
inspired the use of websites that have long been blocked by the Chinese government by measuring
Facebook and Twitter application downloads and directly measuring activity of Chinese social
media users on Twitter. Last, we estimate whether the block resulted in users engaging more in
political information by estimating how the participation of new users affected the popularity of
blocked media and activists on Twitter, measuring changes in access to off-limits information on

Wikipedia, and testing whether the Instagram users began engaging in political conversation.

Question Test

1. Do users evade censorship to | Number/proportion of Instagram users who continue
access Instagram? to access site after block

2. Does total censorship eva- | VPN application download ranks
sion increase?

3. Do users access other, al- | Facebook/Twitter application download ranks, active
ready blocked information? Twitter users, Twitter sign-ups, Wikipedia page views

4. Do users absorb and engage | Mentions of Hong Kong protests on Twitter, number
with blocked political informa- | of followers of Twitter activists and media, lasting dis-
tion? cussions of political topics

Table 1: Empirical tests.

Who Typically Evades Censorship?

Before we analyze how user behavior is affected by the sudden increase in censorship, we use a
comparison of geo-located users on Twitter and geo-located users on Sina Weibo, the Chinese
version of Twitter, to describe the profile of the typical Chinese user who evades censorship
before the Instagram block. Those who are already using a VPN to jump the Firewall at the
time of the block would not be affected by the block as they already have access to off-limits
information. We include this section in order to 1) describe the static efficacy of the Great
Firewall and 2) describe the profiles of those who are already evading censorship in order to
show what types of social networks new individuals would be introduced to.

Consistent with previous research, the data on Twitter users in China before the Instagram
block reveals that very few individuals regularly evade the Great Firewall of China and the Fire-
wall practically prevents many users from accessing information blocked by the Wall. Previous
studies of censorship evasion in China have estimated that 3%-15% of Chinese Internet users

engage in censorship evasion.'® Consistent with this research, we find that very few users post

15See Roberts (forthcoming), Faris, Robert, John Palfrey, Ethan Zuckerman, Hal Roberts, and Jillian York,
“2010 Circumvention Tool Usage Report,” October 14, 210, https://cyber.law.harvard.edu/publications/
2010/Circumvention_Tool_Usage, Mander, Jason. “90 million VPN users in China have accessed restricted

10



from China on Twitter, particularly in comparison to similar locations where Twitter is not
censored. In our sample of geo-located Twitter posts, on average about 1,600 unique Twitter
users geo-locate to mainland China every day. Since we believe our sample covers approximately
1% of all Twitter posts from China, we expect that there are around 160,000 Twitter users who
tweet each day from mainland China, or about 0.026% of all Internet users in China.'® In com-
parison, on average 900 unique Twitter users every day in our sample geo-located to Hong Kong.
This suggests that around 90,000 Twitter users tweet each day from Hong Kong, or about 1.7%
of Internet users in Hong Kong.!” This rough, back-of-the-envelope calculation suggests that
Hong Kong has around 65 times more Twitter users per Internet user than China does, despite
having similar language, culture, alternative social media sites like Sina Weibo and Wechat, and
political reasons to join Twitter. The Hong Kong-China Twitter comparison suggests that the
small costs of evasion of the Firewall are generally effective in keeping mainland users off of
the blocked website, a finding that is largely consistent with previous research (Song, Faris and
Kelly, 2015).

What types of people in China evade censorship to get on Twitter? Not surprisingly, those
using Twitter from mainland China are much more likely to speak a language other than Chinese
than those who are using Sina Weibo. When users sign up for a social media account, they
can indicate the language they would like their social media account to appear in. Of the geo-
located Twitter users before the Instagram block, only 39% of them indicated that their primary
language was Chinese when they signed up for Twitter, and 48% indicated that their primary
language was English. In comparison, 99% of Sina Weibo users indicate that their primary
language is Chinese, and only .05% English. Many of the users of Twitter in China are either
using Twitter as ex-pats or have extensive foreign language training and experience abroad.
These users are likely to have more resources and reasons to evade censorship by jumping the
Firewall. In the supporting information, we show that Chinese language Twitter users before
the Instagram block are highly clustered in urban areas in comparison to Sina Weibo users.

Twitter and Weibo users are also quite different in terms of the content they post. The
differences in content suggest that Chinese Twitter users are more technologically savvy and
more interested in politics than the average Chinese user on Weibo. In Table 2, we use mutual
information to calculate the words most associated with Twitter posts and most associated with
Weibo posts. Mutual information measures of the amount of information a word contains about
whether the document that the word is in is part of a class, in this case Twitter and Weibo
(Manning, Raghavan and Schiitze, 2008). We only consider Twitter and Weibo users where the

account is registered in Chinese. Even so, Twitters users are much more likely to inject English

social networks,” Global Web Index, November 24, 2014, http://www.globalwebindex.net/blog/vpn-in-china
16WWe estimate that there are 610,650,000 Internet users in China, approximately 45% of the Chinese population.
If the late 2014 Twitter population was close to 2016 estimates (Russell, Jon, “Twitter Estimates it has 10 million
users in China,” Tech Crunch, July 5, 2016, https://techcrunch.com/2016/07/05/twitter-estimates-that-
it-has-10-million-users-in-china/), then this corresponds to 2% of Chinese Twitter users tweeting any given
day.
1"We estimate that there are 5,254,000 Internet users in Hong Kong or about 74% of the population.
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into their Tweets than those on Sina Weibo — 15 out of the 35 words most associated with
the Twitter posts are English rather than Chinese. In addition, Twitter users are much more
likely to talk about technology — iPhone and Apple appear in the list of words associated with
Twitter. Last, Twitter users are much more likely to talk about politics — political words like
international, citizens, government, China, country, freedom, and the politically restive province
Xinjiang (not shown, 35th most distinctive) are included in the words associated with Twitter,

whereas there are no explicitly political words in the list associated with Weibo.

Words Associated with Twitter  Words Associated with Weibo

1 im: i’'m HC.: myself

2 KA[: released FHiE: know

3 ¥ Hong Kong 4K today

4 MIMFL: just L play

5 M5 photos AETE: life

6 JE3{: Beijing %%77: work hard
7 good: good FIA\: others

8 the: the EFE: watch

9 night: night mv: mv

10 AL center BSfE: time

11 F1°F: peace ﬁ“/A: what

12 apple: Apple JKIZ: forever

13 day: day #7174 through
14 my: my K happy

15 /1—1: international L happy

16 will: will UXHF: persistence
17 AR citizens B like

18  HEUfF: government 3H: none

19 HE: China H1F: situation
20 happy: happy AT we
21  AR: the people BHE: stars
22  see: see 4 H: birthday
23 HH: freedom B 4% think
24 [EZ: country IFE: now
25 like: like O HE: in my heart

Table 2: Words most associated with Twitter and Weibo users, mutual information. This figure
shows that Chinese language Twitter users were more likely to use political words than Weibo
users.

Consistent with previous research, this comparison suggests that the existence of the Fire-
wall has created two different social media communities in China — one for ordinary individuals
and one for individuals who find it worth their while to spend time and money to participate in
websites that are censored. While the typical citizen participates in domestic social media and
might find participating in blocked social media sites inconvenient, those in China who jump
the Firewall to participate on Twitter live in urban areas, are more technologically savvy, seem

to have international language experience, and are relatively likely to discuss politics.
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1. Direct effects of the Instagram block

What happens to the size and composition of Instagram users in China when censorship in-
creases? On September 26, 2014, Hong Kong protesters began sit-in protests in response to
reforms being considered by the Hong Kong government to the electoral system. On September
29, 2014, the Chinese government suddenly disrupted social media by blocking Instagram, a
popular social media website used for posting photos.

Instagram was widely used in China before it was suddenly blocked. In 2011, when Insta-
gram was first taking hold in China, one of the founders of the site indicated that Instagram
had around 100,000 downloads each week from China.'® In the month before Instagram was
blocked in China, it was in the top 100 Apple application downloads for users in China and in
the top ten for photo and video sharing.!?

The Instagram block had a large, negative impact on the number of people using Instagram
from China. Our data indicate that a little less than half of the users who were previously
geo-locating to China using Instagram discontinued their use of Instagram. As shown in Figure
1, before the block, our sample contains on average 6,368 unique users geo-locating to China
every day. After the block, the number of unique users within our sample geo-locating with
Instagram decreases to a mean of 3,376. If, similar to Twitter, only 2 to 3% of Instagram users
geo-tag their posts (Leetaru et al., 2013), and we collected 1 out of 4 geo-tagged posts,2 then
there were potentially 1 million unique users posting to Instagram from China every day before
the block, and half a million unique users posting to Instagram from China every day after the
block.

The evidence provided here shows that the Instagram block did not create a Streisand effect
as censorship of Instagram did not create more interest in or attract new users to Instagram.
Yet, given that experts have long estimated that very few people in China use or have ever
used Virtual Private Networks, the persistence of Instagram users should be surprising. A full
53% of Instagram users continued using Instagram, despite the block. While there is no direct
data available on the total number of Instagram users in China, survey data suggests that
approximately 5% of Internet users use Facebook.?! Facebook — which is blocked in China —
was downloaded with less frequency than Instagram before the Instagram block according to
AppAnnie. To give a very rough estimate of the extent of Instagram use, if 5% of Internet users
in China used Instagram before the block, there would be 30,532,500 total Instagram users in
China before the block, suggesting that every day about 1 in 30 of these users post. Roughly,

this would suggest that around 16.1 million people — three times the number of all Internet users

B\Milward, Steven. “Instagram Has 100,000 Downloads in China Each Week, Looking at Integration With
Weibo,” Tech Asia, November 1, 2011, https://www.techinasia.com/instagram-china-weibo

¥Data from application analytics firm App Annie.

20We randomly sampled and searched grid coordinates that covered the residences of approximately one fourth
the population of China.

2'Kemp, Simon, “Digital in 2016,” We are Social Singapore, http://www.slideshare.net/wearesocialsg/
digital-in-2016
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Figure 1: The Instagram block’s effect on the number of unique Instagram users geo-locating
from mainland China. The Instagram block led to an approximately 50% decrease in active,
geo-located Chinese Instagram users. The x-axis in this figure is the date and the y-axis is the
number of unique users on Instagram who added a geo-tagged post to the site that day (a small
fraction of all users). We add horizontal lines for the before (purple) and after (blue) Instagram
block means of the number of daily, unique, geo-tagging users, as well as the number of these
users we would have expected had there been no block (black dotted line). The blue shaded
area highlights that 50% of active Chinese Instagram users were accessing an uncensored version
of the Internet after Instagram was blocked, while the red shaded area highlights that 50% of
Chinese Instagram users were no longer active on Instagram after it was blocked.

in Hong Kong — were motivated enough to evade the Firewall in the days following the block,
in order to access a social media site that they were accustomed to using.??

This back-of-the-envelope calculation is a rough approximation, and we explore different
parameters for the estimate in the Supporting Information. Here, we note that the 30 million
Instagram user estimate before the block and 16 million Instagram users after roughly matches
our data in Figure 1 if approximately 1 in 30 people post any given day and if Instagram has
approximately the same geo-location rate as Twitter.22 The 1 in 30 posting rate is similar to
an independent activity estimate obtained by comparing posting rates to Instagram’s published

monthly active users.?* If the geo-location rates are higher on Instagram than on Twitter, then

22Note that, typically, a small fraction of social media users post content on a daily basis and the ‘lurkers’ show
up in our daily activity data. Some of these people may have already had VPNs. If 3-15% of these users already
had VPNs, then approximately 13.7-15.7 million people may have downloaded a VPN on the day of the block
to get on Instagram. We provide a detailed accounting of the assumptions made for this back-of the envelope
calculation and bounds for this estimate in the Supporting Information.

2316 million = 3,376 times 4 (1/4 sampling rate) times 30 (1/30 daily activity) times 40 (1/40 geo-location).

240f people who post at any time over a year (and many people never post — even if they often view the
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the 30 and 16 million estimates should be lower. For example, if the geo-location rate is 5% and
geo-locating and non-geo-locating users are equally affected, then 8 million people continued to
use Instagram after the block.? This matches our observation that Instagram use in Mainland
China was close to 6 times higher after the block than Hong Kong Instagram use — see Figure
7 in the Supporting Information. Instagram had 2.3 million users in Hong Kong by late 2016,
according to the Hong Kong Police Force,?0 so the estimate that 8 to 16 million people jumped

the Firewall to continue to access Instagram after the block appears well-grounded.

2. Effects of the Instagram block on VPN acquisition

It could be that the users who persisted in using Instagram were already using VPNs and there-
fore the block did not increase their access to information. However, the applications analytics
website, App Annie, suggests that the Instagram block caused a large, sudden increase in new
VPN application downloads, suggesting that the Instagram block created millions of new VPN
users. On September 28, 2014, VPNs did not make it on the top 10 downloaded productiv-
ity applications for iPhones. But on September 29, 2014, four of the top ten downloaded free
productivity applications in China were VPNs: VPN Express, Green VPN, VPNArtifact, VPN
in Touch. To take one stark example, on September 28, 2014, VPN Express was the 1,229th
most downloaded iPhone app in China. By the next day, September 29, 2014, it was the 6th
most downloaded. The right panel of Figure 2 shows the time series rank of two of these VPN
applications during the time period surrounding the Instagram block.?”

Consistent with our hypothesis that habits were driving censorship evasion, those who
continued to use Instagram by downloading a VPN were those who were most accustomed to
using Instagram. We use the numbers of likes and comments for users on Instagram as a proxy
for the amount of interaction each user experiences on Instagram. Figure 10 in the supporting
information shows the difference between the number of likes and comments before the Instagram
block between the users who stayed on Instagram in comparison to those who stopped using
Instagram. Those who continued to use Instagram had substantially more interactions with

other users before the block, including more comments and likes.

3. Expanded Access to Blocked Websites

Users who downloaded a VPN to continue to access Instagram did not just remain on Instagram,
but also appear to have begun interacting with a number of websites that have long been off-
limits in China. Websites already blocked in China saw a surge in use from China. The left

panel of Figure 3 shows the number of application downloads of Twitter and Facebook — both

site), about 5% post on any given day. See Gaffney: https://medium.com/\Qdgaff/estimating-instagram-s-
actual-population-statistics-2ee32dd219f4. Note, while this article uses Instagram posts, lurking is just as
important for our purposes — since both lurking and posting imply VPN access.

25(16 times 0.5) ~ (3,376 times 4 times 30 times 20)

2nttp://www.police.gov.hk/ppp_en/03_police_message/instagram.html

#"We include a long-term plot on VPN Express (we don’t have long term data for VPN Artifact) in the
Supporting Information to show that this jump is very significant even on a longer time scale.
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Figure 2: Left: Proportion of Tweets from China mentioning ‘ins’ by day. Right: The Insta-
gram block’s effect on the rank of VPN applications on iPhones from mainland China, from
AppAnnie.com. In the left panel of this figure we show that 3% of tweets in China mentioned
Instagram on the day of the Instagram block. The right panel of this figures shows that the
download ranks of VPN Express and VPN Artifact increased from ranks lower than 1,000 to
the top ten most popular applications in China on the day of the Instagram block.

blocked from mainland — in China. Both applications peak on the day of the Instagram block,
indicating that the new users evading censorship expanded their presence on social media to
websites that had long been blocked and that they had not previously interacted with.

In the sample of Twitter data we collected geo-located to China, we see unprecedented
numbers of new users joining Twitter. The right panel of Figure 3 shows the effect of the
Instagram block on Twitter use. The increase in Twitter use was driven largely by new account
creations. Figure 11 in the Supporting Information shows new account creations by day. On
the day of the Instagram block, the rate of new user account creation jumped more than 600%.

Of course, it could be that the new users of Twitter joined not because of the Instagram
block but instead to follow developments in the Hong Kong protests. However, our data do not
support this interpretation of events. First, we show in Figure 3 that the timing of the user
increase corresponds with the Instagram block and not the protests. The Hong Kong protests
began on September 26, and the first two days of the protest did not seem to generate enough
interest among mainland users to significantly increase the number of users on Twitter. The
increase in new users also corresponds to a spike in conversation about Instagram (left panel of
Figure 2). A full 3% of tweets within our sample use the word “ins” on September 29,?8 three
times the amount that it is typically used within the sample.

Second, if new Twitter use were inspired by the Hong Kong protests, we would expect a
similar increase in the area most affected by the protest — Hong Kong. The right panel of Figure
3 shows that the jump in Twitter use only affects mainland China. This suggests that the

increase in Twitter use is not due to events within Hong Kong, but indeed due to the Instagram

28We use “ins” because it will pick up both those using the word “instagram” and also it’s nickname “ins”.
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block, which only affected mainland China.
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Figure 3: Left: The Instagram block’s effect on the rank of Facebook and Twitter on iPhones
from mainland China, from AppAnnie.com. Right: Comparison of tweets per day from Mainland
China and Hong Kong before and after the Instagram block. The left panel of this figure shows
the change in download ranks for Facebook and Twitter before and after Instagram was blocked.
The right panel of this figure shows that the Chinese Twitter users in our sample increased 30%
the same day that we observe a spike in Instagram mentions and several days after the beginning
of the Hong Kong protests. This increase only occurred in China and not in Hong Kong. The
lines in this panel were fit using a smoothing spline.

To further understand the sudden increase in Twitter users on September 29, we take a
closer look at the new, geo-locating users within our sample who joined Twitter on September
29th and compare them to existing Twitter users from China. Overall, these new users look
very different from the typical Twitter user, indicating that the Instagram block encouraged less
political, more typical Chinese users to jump the Firewall. First, the new users are much less
international than the typical Chinese Twitter user. 80% of the new Twitter users indicated that
their preferred language was Chinese, in comparison to only 39% of regular Twitter users. Only
18% of new users indicated that they preferred English, compared to 49% of regular Twitter
users. New users are also much less likely to reside in China’s most international cities. Whereas
approximately 30% of regular Twitter users geo-locate to Beijing and Shanghai, only 15% of the
new users were geo-located to these two major cities.

In addition to basic user characteristics, we also coded the first 10 people each of the
new users followed. We find that almost 80% of the users the new users followed fall into the
category of Arts & Entertainment or Sports. One new Twitter user best summarizes the new
users’ motivation to join Twitter, suggesting that the motivation for joining Twitter was not

political, but rather incidental:

“Today Chinese not on INS, want to download something to use, then try the twitter,

the results can, can pay attention to Justin Bieber proud” [sic]
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4. Politicization

The Instagram block precipitated a large increase in followers for Chinese-language Twitter
users, enhancing the network of the blocked website among mainland citizens. Not only did
new users follow celebrities, they also began following political accounts including accounts of
news sites such as New York Times Chinese and Apple Daily (a Hong Kong news source highly
critical of the mainland Chinese government). We show in the right panel of Figure 4 the total
additional followers to these accounts, by day, compared to their average in the 30 days preceding
the block. Overall, by November 1st, there were 33,750 more followers of Chinese Twitter users
than we would have expected based on data from the month before the block.

Even though the new Twitter users were not originally interested in politics, preliminary
evidence suggests that they started becoming politically interested a few days after joining
Twitter. We code the first ten tweets of each of the new users starting September 29th into
categories of whether or not these Tweets are political mentions of Hong Kong. Only 1% of the
first ten tweets of new users mention politics in Hong Kong, in comparison to the first ten tweets
of old users on Twitter on September 29th, where 3% of them mention politics in Hong Kong.

The left panel of Figure 5 displays the proportion of Tweets that mention politics in Hong
Kong for new users and old users. Although new users show relatively little interest in Hong
Kong their first day on the site, by the second day, they begin to look like the other Twitter
users. As one new Twitter user, whose Twitter activity mostly revolves around a Thai pop star,
puts it: “Something have happened in HK, but people on mainland do not know because of the
government of mainland, pray for you.”

These effects extended beyond geo-located social media and application downloads. We were
able to measure off-limits information access directly by using page views of Chinese language
Wikipedia pages (zh.wikipedia.org) that were blocked in China before and after the Instagram
block.2?  We recorded which Chinese-language Wikipedia pages were blocked by the Great
Firewall on September 29, 2014 using data obtained from Great Fire (greatfire.org). The
pages we study are political, as only specific, political pages were blocked at the time in mainland
China, including pages such as “human rights” (A#X) and Chinese dissident Liu Xiaobo (XI|i#
).

In Figure 5, we show that there was a large spike in views of Chinese language Wikipedia
pages blocked in China on the days after the Instagram block. There were approximately 160,000
more page views of blocked Wikipedia pages on September 29th than in the week preceding the
Instagram block. Unlike other analyses, we were not able to distinguish worldwide page views
of Chinese language Wikipedia pages from page views coming from Mainland China, however,
the patterns of information access very closely reflected those in our geo-tagged results.

In Table 5, we show the censored Wikipedia pages that had the largest increases in views

on the days following the Instagram block. If those viewing the blocked Wikipedia pages were

2Page view data at http://stats.grok.se/.
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Figure 4: Left: Daily new followers to New York Times Chinese and Apple Daily Twitter
accounts (based on new user sign-up dates). Right: Cumulative increase in followers, compared
to pre-block trend, of any Chinese language user (based on new user sign-up dates) compared to
expected increase in followers. The left panel of this figure shows the sign-up dates of followers
of the New York Times Chinese and Apple Daily Twitter accounts. Many followers of these
accounts signed up for Twitter immediately following the Instagram block. This increase in
sign-ups — users who eventually followed NYT Chinese and Apple Daily — continues long after
the Instagram block. The right panel of this figure shows that all Chinese language Twitter
users accumulated approximately 33,750 more followers from new Twitter sign-ups than what
we would expect based on pre-block trends. This cumulative increase was calculated using a
cumulative sum of the number of new followers minus the number of expected followers, where
the expected followers was the mean daily number of new followers prior to the Instagram block.

long-time users of VPNs, we should only see spikes in page views of pages related to ongoing
events, like the Hong Kong protests. Of course, we do see some interest in Wikipedia views
related to Hong Kong, particularly on the first day of the Instagram block from September 28th
to the 29th. However, we also see large increases in page views about sensitive historical topics
in China and mainland political leaders, including interest in the June 4, 1989 crackdown in
Tiananmen Square, its leaders, and aftermath, and mainland Chinese political leaders such as
Mao Zedong, Deng Xiaoping, Jiang Zemin, Xi Jinping, and Hu Jintao. We also see rising interest
in the list of websites that the PRC blocks. These are viewing patterns that would be more
typical of new users who had just jumped the Firewall, rather than of old VPN users who had
presumably consumed this information long ago. These changes are particularly pronounced on
the 30th, after new users have had a day to adjust to the unfamiliar and more open information

environment.

Implications

The Instagram block resulted in the unintended consequence of giving a large number of ‘normal’
Chinese citizens incentives to evade censorship and therefore access to websites and information
that many had likely never previously encountered. What situations do we expect that the

gateway effect will be relevant? And what are the implications of this expanded access to
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pan-Democrats Zeng Qing
Xi Jinping Wang Weilin (Tank Man)
Sunflower student movement Li Pen
Guo Baixiong Ling Jihua
Article 23 Hong Kong Tiananmen Square Incident
Zhang Xuan (celebrity who supported HK movement) Zhou Yongkang
Alliance for True Democracy Wu’erkaixi (June 4 leader)
Bo News (dissident Chinese news network, located in U.S.) | Zhang Dejiang
Chai Ling (June 4 leader) YouTube
Jasmine Revolution Wen Jiabao
Hu Yaobang AV Actress (Japanese porn stars)
Taiwan Mao Zedong
Jiang Zemin Deng Xiaoping
People’s Republic of China blocked websites list Ling Gu (son of Ling Jihua)
Democracy Wu Bangguo
Wu’erkaixi (June 4 leader) Hua Guofeng

Figure 5: Left: Tweets that mention politics in Hong Kong, comparison of new users and old
users. Right: Page views for Chinese language Wikipedia pages blocked in China. Bottom:
Changes in Wikipedia views. The left panel of this figure shows that users who signed up
for Twitter after the Instagram block began mentioning protest events in Hong Kong about a
day after their arrival on the site. The right panel of this figure shows page views of Chinese
language Wikipedia pages that were blocked in China before and after Instagram was blocked.
The increase in Wikipedia page views shows that the Instagram block facilitated increased
access to information for some users. The changes in Wikipedia views shows that new viewers
accessed pages that had long been censored including those related to the 1989 Tiananmen
Square protests (general political and historical events are highlighted in red, recent events are
highlighted in blue).

information? In this section, we describe the situations in which we expect that gateway effect
to be strongest and the fallout of this increased access in terms of the government’s reaction
and user engagement in political conversations.

The increased activity in political discussion on the part of new users could shed light on

the mechanisms that underlie existing empirical evidence that media disruption can increase

20



the potential for collective action. However, we do not expect that the gateway effect will be
important in all instances of increased censorship. We hypothesize that the increase in access
to information will occur primarily in three situations 1) when censorship is sudden enough to
disrupt citizen habits and 2) when the newly censored information is difficult to substitute with
uncensored alternatives 3) when there is low probability for punishment for evasion.

Sudden censorship is more likely to cause the habit disruption that creates gateway effects.
When users have full access to a website one day which is completely blocked the next, they
may be in the middle of conversations or projects that create short-term incentives for them to
seek out evasion tools.?? The gateway effect that sudden censorship creates may explain why
the Chinese government has opted for more gradual blocks of websites in the past. In 2010,
following a conflict with Google, the Chinese government throttled Google for years, choosing
not to outright block the website until 2014 (Milward, June 30, 2011). In retrospect, this may
have been an effort to wean users off of Google without creating immediate incentives to jump
the Firewall. Similar to government efforts to mitigate Streisand effects (Jansen and Martin,
2015), sudden censorship may leave the government less time to blame the block on other causes
or hide the existence of censorship.

Unlike the Google block, which was precipitated by a conflict between the tech giant and
the Chinese government, censorship in reaction to collective action events may necessarily be
sudden. In the case of the Instagram block, the Chinese government was purportedly worried
about images of police using tear gas on protesters in Hong Kong circulating to mainland citizens
on Instagram.?! If these images were the most immediate, dangerous piece of information that
could accelerate the protest, a sudden block that decreases use of Instagram could be strategic
for a government even if it increases access to evasion technology and other blocked website for
millions of people in the longer term.

Second, gateway effects are more likely when the newly censored information has fewer
substitutes. It is increasingly clear that one of the primary information control strategies of the
Chinese government is to create distractions to off-limits information (King, Pan and Roberts,
2016). The government has actively encouraged the development of Chinese social media web-
sites to provide substitutes for those that are blocked by the Firewall. Instagram, one of the
most popular social networking websites in the world, not only has no clear substitute in China,
but has been shown to be more addicting than websites (Roberts, Yaya and Manolis, 2014).
Social networks formed on Instagram may be difficult for consumers to replace. The results
described in this paper therefore may not hold for other websites.

Third, we expect that gateway effects will be most important when the probability for
punishment for evasion is low. In the China case, VPNs are not illegal and those who access

blocked websites are not punished. In other more totalitarian contexts, censorship evasion could

3%Note that Streisand effects and other forms of backlash against repression may also aggravated with sudden-
ness, see Martin (2007).

31Park, Madison, “China’s Internet firewall censors Hong Kong protest news,” CNN, September 30, 2014,
http://wuw.cnn.com/2014/09/29/world/asia/china-censorship-hong-kong/
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be accompanied with punishment. In these cases, the gateway effect will likely be muted, as
citizens will have other reasons not to acquire evasion tools. In these cases, cycles of repression
and dissent might be more important (Moore, 1998; Davenport, 2005, 2007). We include this
possibility in a model of the gateway effect in the Supporting Information.

Is the Instagram block a unique case of the gateway effect, or are there other cases like
it? We believe that while it is difficult to document the existence of gateway effects because
they are often associated with illicit or illegal behavior, that they are common both today and
throughout history. One example of a recent gateway effect comes from media reports about
the crackdown on bitcoin and the Chinese social media website WeChat in 2017.32 Although
there were no estimates of the size of the gateway effect from that crackdown in September 2017,
like we provide for Instagram in 2014 here, the restrictions on digital currencies and WeChat
appeared to have led users to explore overseas havens for digital currency and to encrypted
platforms banned in China, including encrypted messaging service Telegram. Beyond China,
sudden blocks of Twitter, Facebook, Google, or entertainment such as Netflix that have become
common in countries such as Turkey, Iran, and Egypt may motivate people to download VPN,
which may in turn introduce them to other information that has long been blocked in their
country. Banned books, TV, or newspapers may motivate people to seek out underground
bookstores, or get antennas that can access off-limits radiowaves, and this technology may
introduce them to other books, TV, and newspapers that have content more dangerous to the
government (Kern and Hainmueller, 2009). Gateway effects also expand outside of censorship.
Newly banned drugs might encourage users to seek out drug dealers and be exposed to other more
dangerous substances; this is one explanation for why heroin use has increased with measures to
crack down on opioids.?®> We hope that future research can explore examples of gateway effects

outside of that which we have outlined here.
The Government Reaction and Long-term Impacts

The longer term impact of the gateway effect will be conditional of the government’s strategic
reaction to increased citizen evasion. Not long after the Instagram block, the Chinese government
began increasing censorship in a different way — by raising the Great Firewall. Instead of
blocking more websites, the government instead increased the difficulty of successfully jumping
the Firewall. Though the crackdown on VPNs does not appear to have happened in one day,
reports of difficulties of accessing VPNs begin in November 2014, culminating in January 2015
when Beijing is said to have ‘upgraded’ the Firewall. During this time period, VPN providers

began reporting disruptions in their services and users reported being increasingly frustrated

32«China?s WeChat crackdown drives bitcoin enthusiasts to Telegram,” South China Morning
Post, September 15, 2017, http://www.scmp.com/news/china/policies-politics/article/2111322/chinas-
wechat-crackdown-drives-bitcoin-enthusiasts

33Friedersdorf, Conor, “How Drug Warriors Helped to Fuel the Opioid Epidemic,” The Atlantic, April 4,
2016. https://www.theatlantic.com/politics/archive/2016/04/how-drug-warriors-helped-to-fuel-the-
heroin-epidemic/476679/
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with VPN access.?*

While we cannot tell for certain whether this crackdown in the months following the Insta-
gram block was in reaction to the increased numbers of people evading censorship, the Chinese
government’s upgrade of the Firewall after the Instagram block was conceivably an effort to
reduce a ballooning censorship-evading population. This implies that autocrats will have incen-
tives to follow expansions in censorship like the Instagram block with crackdowns on censorship
evasion. The VPN crackdown following the block is consistent other empirical evidence that me-
dia disruptions are accompanied by larger crackdowns, but suggests an alternative mechanism
(Gohdes, 2015).

If governments frequently make evasion more difficult following an expansion of censorship,
this likely churns networks of those engaged on blocked social media sites creating unknown
implications for collective action. Some individuals who already access blocked information
may drop out once evasion becomes more costly. This removes individuals for whom evasion
is difficult or who have limited motivation to pay the costs of evasion. At the same time, as
governments block more websites, it will create incentives for new individuals to jump the firewall
if they are accustomed to using the censored sites. This introduces newly censured individuals
to existing, politically interested social networks and removes relatively disinterested and/or
resource-constrained individuals.

The effects of this churn are currently unclear. On the one hand, the replacement of
peripheral members in a social network could disrupt collective action potential by reducing
continuity in a network (Barberd et al., 2015). New users might only gradually build new
connections to replace old ones in the networks. On the other hand, new members could alter
social dynamics in a network by introducing new ideas and behaviors to homogeneous and stale
social groups, similar to dynamics observed in successful creative networks (Uzzi and Spiro,
2005). By disrupting old relationships and introducing unfamiliar ones to replace them, churn
potentially increases the likelihood of emergent collective behaviors.

To assess whether the effects of the Instagram block continued despite increased efforts by
the Chinese government to limit access to VPNs, we looked at the sign up dates of Twitter users
who discussed democracy activist and Nobel Peace Prize laureate Liu Xiaobo after his death in
July 2017. This was a simple test to see if we could still detect an effect of the 2014 block even 3
years later in 2017. We chose Liu Xiaobo because a mention of him was unambiguously political
and explicitly censored in Mainland China, so we were unlikely to pick up false positives.?® Liu
Xiaobo was also a useful case because he died just before we revisited this analysis in late July
2017 and it was convenient for us to collect posts about him on Twitter as Twitter users were

discussing his death.

34«China blocks websites in ‘censorship campaign’ ahead of major internet conference,” The Guardian, Novem-
ber 18, 2014, http://wuw.theguardian.com/world/2014/nov/18/china-blocks-access-websites-before-
hosting-world-internet-conference, “In China, VPN internet access tools suffer further disruptions,” Reuters,
January 23, 2015, http://www.reuters.com/article/us-china-internet-vpn-idUSKBNOKWOWS20150123

35For example, if we look for the word “harmonious” we will detect a mix of political and ordinary language.

23



Signup dates of people who mentioned Liu Xiabo after his death in July 2017
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Figure 6: Instagram block post-mortem: Did the effects persist? This figure shows the number
of Chinese language Twitter users by sign-up date who mentioned democracy activist and Nobel
Peace Prize laureate Liu Xiaobo on Twitter after his death in July 2017. The number of people
who discussed his death and signed up for Twitter after the Instagram block on the week of
September 29 was about three times higher compared to the weekly average of users who signed
up from August through September 2014.

We show in Figure 6 that while relatively few Chinese language Twitter users who signed
up in 2014 discussed Liu Xiaobo’s death, there were around three times as many users discussing
the topic who signed up in the week following the Instagram block as we would expect based
on average sign up numbers before September 29, 2014. Our previous evidence showed that
six times the average number of people signed up for Twitter following the Instagram block,
suggesting that the Instagram-inspired Twitter users were less likely than average to become
politicalized in the long-term than the average new Twitter user, a trend we would expect given
that they were initially motivated to jump the Firewall to access entertainment. Yet, because
of the sheer number of people who were introduced to Twitter because Instagram block, even
with a lower politicization rate, this evidence suggests that the block increased the number of
people who engage with political information on Twitter and that the Instagram block has had

long term political ramifications for China.

Conclusion

Despite conventional wisdom that increases in censorship strictly decreases access to informa-
tion, we find that expansions in censorship to previously uncensored websites can incentivize
citizens to invest in censorship evasion technology. Upon learning how to evade censorship,
these individuals in turn have more, not less, access to information and begin engaging in con-
versations, social media sites, and networks that have long been off-limits to them. Censorship,

unexpectedly, increases access to information for the individuals for whom it provides a reason
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to search out off-limits information. Our findings suggest a potential mechanism through which
users actually have access to more information despite increased censorship. If censorship is
applied to largely apolitical social media sites like Instagram, it can pull apolitical users into
censorship evasion networks and engage them in political discussion and coordination.

Importantly, these patterns of behavior were not forms of psychological reactance — such
as a “Streisand effect”, where individuals explicitly seek out information that is being hidden.
Instead, users gained access to more information simply by maintaining their current social
media consumption (and there were fewer users of the newly blocked media itself).

In blocking Instagram, the Chinese government reduced the number of users on Instagram,
but increased access to websites that are typically more political such as Twitter, Wikipedia, and
Facebook. While this evidence seems to suggest that the sudden censorship of Instagram was a
misguided move by the censors, we cannot say for sure. If Instagram were suddenly politicized
by protests and police crackdowns in Hong Kong, then increasing the incentives for evasion of
the Firewall may have been worth decreasing Instagram use from the perspective of Beijing. In
its censorship efforts during a quickly unfolding crisis, Beijing was left with two bad options.
We hope that future research can do more to unravel the long-term political influence of these

censorship efforts.
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Supporting Information

Theory: a simple model and a few predictions

To make our point especially clear, we borrow from the literature on the economics of crime
to develop a very simple, general model of the gateway effect. The model is general enough
to apply not just to censorship via the Great Firewall, but also to other forms of censorship,
including banned books, off-limits religious organizations, or banned political speech. In each of
these cases, like crime, individuals can participate in the off-limits behavior if they are willing
to incur government-imposed physical or financial costs of doing so.

We assume that an individual derives particular benefits from evading censorship and also
incurs costs. These costs include the cost of punishment (multiplied by the probability of
punishment) and the costs of the actual mechanics of evasion of government restriction. The
benefits may range from economic benefits (employees at multinational firms may need to evade
censorship to perform their job), to less concrete or immaterial benefits such as risk-loving, thrill,
or the ability to support a particular political cause for speaking out. As in the crime literature,
we model the benefits and costs of an individual to participate in the banned activity with a

simple equation (Brown and Reynolds, 1973; Becker, 1974; Eide, Rubin and Shepherd, 2006):

where U is an individual’s utility function, p is the probability of being caught and pun-
ished, W; is the utility from participating in in-bounds behavior, I; is the additional utility of
participating in banned behavior, P; is the magnitude of punishment and C; is the cost to the
individual each time they participate in the restricted behavior. In the case of evading the Great
Firewall using a VPN, citizens who ‘jump’ the Firewall are not typically punished, so p and P;
should be very low if not zero. However, citizens do incur time and financial costs. To evade
censorship, citizens must find and sometimes purchase VPN software. They also must deal with
Internet slowdowns associated with using VPNs. These types of costs would be incorporated in
C; because they are incurred whether or not the individual is punished.

Both costs (Cj, P;) and benefits (W;, I;) vary by individual. For some individuals, say with

more education and more income, the barriers to evading censorship might be more trivial than
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for individuals who are less savvy or who have fewer resources. In cases where censorship evasion
is punished, some individuals may be protected from punishment that comes from participating
in banned activities because they are politically protected. Benefits may also vary by individual’s
occupation and their commitment to a cause. Benefits will vary heterogeneously depending
on what the banned behavior is: a very religious person may be derive more benefits from
participating in off-limits religious activities, for example, but an academic could be more affected
by a book ban.

We complicate this simple model of evasion by adding fixed learning costs for those who have
not engaged in banned behavior before. In order to evade government restrictions on behavior,
individuals must learn how to do so. To evade the Firewall, individuals must buy and learn how
to use censorship technology; to buy banned books, the person must know a black-market book
seller. Once a person has engaged in banned behavior once, the cost of doing so again is lower.
We therefore add a term F; for the fixed cost to the economic cost and benefit equation, which

only appears for individuals who have never engaged in the banned behavior:

EU)=pxUW;,+ L —P)+(1—-p)«UW;+ ;) - C; — F;

Individuals will participate in off limits behavior when:

UWi) <pxUW;+1I; — P)+ (1 —p) « UW; + I;) — C; — F,

If people participate in banned activities when their expected utility of doing so is greater
than the utility derived simply from participating in in-bounds behavior W;, then this simple
model has very straight forward implications for behavior of individuals under increased censor-
ship. Except when there are extreme costs of censorship evasion, censorship will typically not
deter all citizens from engaging in off limits behavior — like crime, some of the population will
find it worth it to evade censorship. However, even small costs of evasion can keep many people
who have low benefits of evading censorship from doing so. In equilibrium, we would expect
that individuals who have lower costs of participating in off-limits behavior would be more likely

to do so. Those who have never participated in the restricted behavior before, and therefore
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those who have to pay a fixed costs to do so initially, would be less likely to participate in the
restricted behavior. Individuals who are savvy, wealthy, and well-connected will be more likely
to engage in banned behavior if these traits allow them to more easily evade restrictions.

Second, we would expect that those who have a higher benefit from participating in the
banned behavior would be more likely to do so. These could be political benefits, such as political
expression or organization. But there could also be non-political benefits to repression. For
example, it might be that individuals’ jobs or socializing with friends are tied to participating in
the restricted behavior, which would increase their probability of participating in the restricted
behavior.

How increased censorship impacts evasion behavior in this model will depend on how cen-
sorship increases. When censorship increases by banning more activities or types of information
that were not already off-limits, if the person derives any utility from the newly banned activity,
W; will decrease and the magnitude of I; will increase. If the government adds a new religious
organization, a new book, or a new website to banned activities, any utility derived from those
activities will move from in-bounds utility W; to out-of-bounds utility I;. This will increase
participation in censorship evasion. It may also make participation in restricted behavior more
likely in the long-run, as it will increase the number of people who have learned how to evade
censorship and therefore decrease the sum of F; across individuals in the population.

Alternatively, if the direct costs for participating in evasion increase, it should reduce the
likelihood that people will participate in the restricted behavior. This could be an increase in
the magnitude of punishment P;, an increase in the probability of punishment p, an increase in
the variable costs C;, or an increase in fixed costs Fj;. Increasing the cost of getting a VPN or
cracking down on banned book sellers will make those interested in the material less likely to

evade censorship to access it.
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Pre/Post Instagram Block in Mainand China vs Hong Kong
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Figure 7: The Instagram block’s effect on the number of unique Instagram users geo-locating
from mainland China and Hong Kong. This figure is identical to Figure 1 but adds the number
of unique Instagram users geo-locating from Hong Kong. Posts from Hong Kong were unaffected
by the block. The x axis is shorter because we did not collect posts from Hong Kong before
September 20 and our access was shut down before we could go back to collect those posts.
Note that we collected a substantially larger proportion of Hong Kong posts (most to all of
them), since it was easier to scrape posts from such a small geographic location (we scraped by
grid coordinates). As in the original figure, the blue shaded area highlights that 50% of active
Chinese Instagram users were accessing an uncensored version of the Internet after Instagram
was blocked, while the red shaded area highlights that 50% of Chinese Instagram users were no
longer active on Instagram after it was blocked. We saw no drop, and suprisingly no increase,
in posts from Hong Kong.
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Long-Term iPhone Rank of VPNExpress in China
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Figure 8: iPhone download rank in China, VPN Express, 2014-2015. Source: AppAnnie This
figure shows that the Instagram block created the most dramatic increase in downloads of VPNs
in all of 2014 and 2015.
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Description of users

When we subset users on Twitter and Weibo to include only those that indicate that their
primary language is Chinese, we still see important differences between Twitter and Weibo
users. To compare the locations of the two groups, we collected all geo-located Sina Weibo posts
in Beijing and its surrounding areas during September of 2014. In Figure 9, we compare the
distribution of Twitter and Weibo users in this area by plotting a point for each unique geo-
located social media posts. We highlight highly populated areas using two-dimensional kernel
density estimation. We see that even among Chinese users, Twitter are much more likely to be
clustered in the major cities in this area, such as Beijing and Tianjin, whereas Weibo users are

spread out across the entire area, including rural areas.
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Figure 9: Geo-located Weibo users (left) and Chinese language Twitter users (right) in Beijing
and surrounding areas during September 2014. Weibo users were more geographically dispersed
than Twitter users. Most Chinese language Twitter users were concentrated in urban centers.
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Back-of-the-envelope calculation

We provide a detailed account of the parameters involved in the back-of-the-envelope calculation
of the number of people who used a VPN to evade censorship after the Instagram block. At
first, we will not take into account those who already had access to VPNs and simply calculate
the approximate number of people who continued using Instagram after the block. The relevant
parameters are:

N = number of users evading censorship to access Instagram after the block

I = number of Instagram users before block

p =proportion of people who continue to use Instagram after the block

pg = proportion of geo-locating people who continue to use Instagram after the block

prg = proportion of not geo-locating people who continue to use Instagram after the block

g =proportion of geo-located users

ng = proportion of non geo-located users

N = Ixp
N = Ix(pg*g+png*ng)
N = TIx(pg+ (png — pg) *ng)

where p,g — py describes the geo-location bias, i.e. the difference between the proportion
of people who geo-locate on Instagram who downloaded a VPN after the block and those who
do not geo-locate on Instagram who downloaded a VPN after the block.

We use our best estimates of these numbers to estimate the number of new VPN users.
One of our largest sources of uncertainty is the number of Instagram users in China in 2014.
Based on estimated use of Facebook in China during 2014, we estimate that 5% of Internet
users in China used Instagram before the block; I is around 30,532,500. Based on data on the
proportion of people who geo-locate social media posts, we estimate that that ¢ is in 1-5% and
ng is 95-99%. Since our estimated proportion of geo-located Instagram users who persisted after
the block is .53, we bound p,g —p, to be anywhere between -.53 (no non-geo-locating Instagram

users persisted in using Instagram after the block) and .47 (all non-geo-locating Instagram users
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persisted in using Instagram after the block).

Using these extreme parameters, between 161,822 and 30,388,997 people continued using
Instagram after the block. Our best guess is that around 16,182,225 people continued using
Instagram after the block, assuming no geo-location bias. As a reminder to help link this to the
numbers of posts we observed, most people do not post on any given day, so we observe only
a small fraction of total information access. However, the 161,822 would correspond to a high
posting rate and a relatively small numbers of lurkers.

Of course, some of these people would already have gained access to VPNs, before the
Instagram block. Overall, surveys estimate that anywhere from 3-15% of people in China use a
VPN. Assuming that Instagram users are more likely than the average person in China to use
a VPN, with an upper bound of 25%, this would attenuate our estimate to something between
12,136,669 and 15,696,758 people. Of course, it is possible that all of those who continued to
use Instagram already had a VPN, but we consider this very unlikely because of the evidence
provided in Figure 2 which shows VPN downloads skyrocketing in China on the day of the

Instagram block.
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Who stays?
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Figure 10: T-tests of pre-block log likes and log comments of users who stay on Instagram after
the block and users who left Instagram after the block. Users who stay on Instagram tend to be
more active on Instagram before the block.
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Figure 11: The Instagram block’s effect on new account creation Twitter users from mainland
China within our sample. In the days following the Instagram Block, new user account creation
jumped over 600%. Note that this figure measures the marginal number of users joining Twitter
per day, rather than cumulative number or levels of activity on the site. It is limited to geo-
locating users who made up only 1% of the worldwide Twitter user population in 2014. The
decline in new sign-ups roughly corresponds to reports of crackdowns on VPN access.
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Wikipedia Bot Outlier
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Figure 12: OQutlier in Wikipedia page view analysis. We discovered one large outlier in our
analysis of Wikipedia page views and excluded it from our analysis. This figure shows the number
of views of the Chinese language Wikipedia (zh.wikipedia.org) page for “People’s Republic of
China”. There is a massive spike in views to the page on September 24th. This spike was limited
to 9am to 1lam Beijing time and could be driven by bot activity.

40



